W fynk

Data protection agreement for commissioned
data processing in accordance with Article 28 of
the EU General Data Protection Regulation (GDPR)

On behalf of

hereinafter referred to as "controller"

processed by

fynk GmbH
Heinrichsgasse 2/8
A-1010 Wien

hereinafter referred to as "processor"

§1 General

(1) The processor processes personal data on behalf of the controller within the meaning of
Article 4 (8) and Article 28 of Regulation (EU) 2016/679 - General Data Protection Regulation
(GDPR). This data protection agreement governs the rights and obligations of the parties in
connection with the processing of personal data.

(2) This data protection agreement specifies the obligations of the processor and the
controller (hereinafter also referred to as the "Parties") with regard to data
protection arising from the service agreement/SLA/main contract/order
(hereinafter referred to as the "service agreement”).

(3) The terms used in this contract are to be understood in accordance with their definition in
the GDPR.
§2 Contract content

The subject matter, type and purpose of the commissioned processing as well as the categories
of personal data processed and the type of data subjects affected by the data processing are
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set out in the service agreement and in Annex 1 to this agreement.

§3 Duration of the processing of personal data

The duration of this contract corresponds to the term of the service agreement, unless the
following provisions provide for additional obligations or cancellation rights. However, the
contract shall apply for as long as the processor processes personal data of the controller.

§4 Instructions

(1) The processor shall process personal data only on documented instructions from
the controller, unless required to do so by Union or Member State law to which the
processor is subject. In this case, the processor shall inform the controller of that
legal requirement before processing, unless the law prohibits this on important
grounds of public interest.

(2) The controller's instructions are defined by the service agreement, this contract
and its annexes and may also be amended, supplemented or replaced by the
controller in writing or in a documented electronic format by individual
instructions. The controller is authorised to issue corresponding instructions at any
time. This includes instructions regarding the type, scope and procedure of data
processing as well as with regard to the correction, deletion and blocking of data.
Changes to the object of processing and procedural changes must be jointly
agreed and documented.

(3) Instructions that go beyond the service agreed in the main contract shall be treated as a
request for a change in service. Regulations on any compensation for additional expenses
incurred as a result of supplementary instructions from the controller to the processor shall
remain unaffected.

(4) The processor's persons authorised to receive instructions are listed in Annex 1. In the event
of a change or a longer-term absence of the named persons, the successor or representative
must be named to the contractual partner immediately in text form.

(5) All instructions issued must be documented by both the controller and the
processor and retained for the duration of their validity and subsequently for a
further three full calendar years. Instructions that go beyond the service agreed in
the main contract shall be treated as a request for a change in service. This shall
be without prejudice to any provisions on compensation for additional expenses
incurred as a result of additional instructions issued by the controller to the
processor.

‘\ fynk.com #ae305573 2
N
Y. f generated 2025-01-1512:14:03 UTC



(6) The processor shall immediately inform the controller if, in the processor???s opinion,
instructions given by the controller infringe Regulation (EU) 2016/679 or the applicable Union
or Member State data protection provisions. The processor shall be entitled to suspend the
implementation of the instruction in question until it is confirmed or amended by the
controller. The processor may refuse to carry out any obviously unlawful instructions.

§5 Processing obligations of the processor

(1) The processor confirms that it has appointed a data protection officer in accordance with
Article 37 GDPR and that he monitors compliance with data protection and data security
regulations with the involvement of the data protection officer. The controller shall be
informed of the data protection officer's contact details in Annex 1. The controller must be
informed immediately of any change of data protection officer.

(2) The processor undertakes to maintain confidentiality when processing the controller's
personal data in accordance with the contract. This obligation shall continue to apply after
termination of the contract. In particular, the processor warrants that it will familiarise its
employees employed to carry out the work with the data protection provisions applicable to
them before they commence their work. Furthermore, the relevant employees shall be bound
to confidentiality in an appropriate manner for the duration of their work and also after
termination of the employment relationship. The employees must be instructed about the
special data protection obligations arising from this contract as well as the existing
instruction and purpose limitation.

(3) The processor is obliged to implement and comply with all technical and organisational
measures necessary for this processing in accordance with Article 32 GDPR. Details are
regulated in ?? 10 of this agreement.

(4) The controller gives its express consent that employees of the processor may also
perform the data processing associated with this order processing outside the
processor's premises, e.g. by teleworking, home office, mobile working. The
prerequisite for this is that

a) the technical and organisational measures agreed in this contract for the
processing situation (see Annex 2) are guaranteed;

b) and that, if data of the controller is processed in a private residence, the
processor shall take appropriate measures to ensure that the requirements of
the GDPR are observed.

(5) The technical and organisational protective measures taken by the Processor in accordance
with Article 32 GDPR for the deployment of employees of the Processor in the context of
teleworking, home office and mobile working are attached as Annex 2. Changes to the
measures taken by the Processor are permitted under certain conditions specified in ?? 10 of
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this agreement.

(6) The processor undertakes to regularly monitor the internal processes to ensure that the
processing in its area of responsibility is carried out in accordance with the requirements of
the applicable data protection laws and that the protection of the rights of the data subject is
guaranteed.

§6 Cooperation and support obligations of the processor

(1) If a data subject asserts rights under Chapter Ill GDPR (access, rectification or erasure of
their data) directly against the processor, the processor shall not respond independently. The
processor shall immediately refer the data subject to the controller and await the controller's
instructions.

(2) Where possible, the processor shall support the controller with suitable technical and
organisational measures in fulfilling the controller's obligations under Article 12 to 22 GDPR.
To this end, the processor shall provide the controller with all necessary information,
provided that this does not violate the controller's confidentiality obligations towards third
parties.

(3) The processor may only provide information to third parties or the data subject with the prior
consent of the controller.

(4) The processor is obliged to support the controller in complying with the obligations set out in
Article 32 to 36 GDPR to the extent necessary.

(5) The processor shall support the controller in drawing up the record of processing activities in
accordance with Article 30 GDPR and shall provide the necessary information upon request.

(6) The processor undertakes to ensure the verifiability of the fulfiiment of the obligations under
this data protection agreement and under the applicable data protection regulations and to
make the corresponding evidence available to the controller upon request.

(7) The processor undertakes to support the controller in an appropriate manner in the fulfilment
of its control obligations within the framework of the order control, as described in ?? 11 of
this agreement, and to make the necessary resources available.

§7 Information obligations of the processor

(1) The processor shall immediately notify the controller of a personal data breach concerning
data processed by the processor. This also applies in particular with regard to any reporting
and notification obligations of the controller in accordance with Article 33 and 34 GDPR.

(2) The personal data breach notification shall contain the following information as far as
possible:
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a) a description of the nature of the breach (including, where possible, the categories and
approximate number of data subjects and data records concerned);

b) the details of a contact point where more information concerning the personal data
breach can be obtained;

c) its likely consequences and the measures taken or proposed to be taken to address the
breach, including to mitigate its possible adverse effects.

(3) The processor shall immediately take the necessary measures to secure the data and to
minimise possible adverse consequences for the data subject(s), inform the controller
thereof and request further instructions from the controller.

(4) The processor warrants that it will provide the controller with appropriate support in fulfilling
its obligations under Article 33 and 34 GDPR where necessary. The processor may only carry
out notifications for the controller in accordance with Article 33 or 34 GDPR following prior
instruction.

§8 Use of sub-processors

(1) The processor has the controller???s general authorisation for the engagement of
sub-processors in compliance with the following provisions.

(2) The commissioning of additional processors is only permitted if the processor
informs the controller of the name and address of the sub-processor and the
intended activities of the sub-processor. Where the processor engages a sub-
processor for carrying out specific processing activities (on behalf of the
controller), it shall do so by way of a contract which imposes on the sub-
processor, in substance, the same data protection obligations as the ones
imposed on the data processor in accordance with these Clauses. The processor
shall ensure that the sub-processor complies with the obligations to which the
processor is subject pursuant to these Clauses and to Regulation (EU) 2016/679.
At the controller???s request, the processor shall provide a copy of such a sub-
processor agreement and any subsequent amendments to the controller. To the
extent necessary to protect business secret or other confidential information,
including personal data, the processor may redact the text of the agreement prior
to sharing the copy.

(3) The processor may engage new subcontractors or replace existing ones, provided that the
processor notifies the controller of the planned changes in advance in writing or in text form,
giving the controller the opportunity to object to such changes. Authorisation shall be
deemed to have been granted if the controller does not object to an intended change within
two weeks of notification.
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(4) In the event of an objection, the processor may, at its own discretion, either

a) provide the service without the intended change or,

b) if the provision of the service is not reasonable for the processor without the intended
change, discontinue the service affected by the change within a reasonable period of time
and prior notification of the controller.

The processor shall immediately inform the Controller of the intended cessation and
deadline (text form is sufficient). In this case, both parties shall be granted the separate
right of cancellation within 2 weeks of notification of the discontinuation.

(5) At the time the contract is concluded, the subcontractors specified in Annex 3 with their
name, address, contract content and processing location are engaged in the processing of
personal data for the processor to the extent specified therein. The controller hereby agrees
to their commissioning. If the listed subcontractors have processing locations in third
countries, the controller agrees to the transfer of data to these third countries, provided that
the provisions of ?? 9 of this agreement are complied with.

(6) Services that the processor utilises from third parties as an ancillary service to support the
execution of the order are not to be understood as subcontracting relationships within the
meaning of this regulation. These include, for example, postal, transport and dispatch
services, cleaning services, telecommunication services with no specific connection to
services provided by the processor for the controller and security services.

(7) Maintenance and testing services constitute subcontractor relationships requiring consent if
they are provided for IT systems that are also used in connection with the provision of
services for the controller. The processor is nevertheless obliged to ensure that appropriate
precautions and technical and organisational measures are taken to guarantee the protection
of personal data, even in the case of ancillary services provided by third parties.

§9 International data transfers

(1) Any transfer of data to a third country or an international organisation by the processor shall
be done only on the basis of documented instructions from the controller or in order to fulfil a
specific requirement under Union or Member State law to which the processor is subject and
shall take place in compliance with Chapter V of Regulation (EU) 2016/679.

(2) The controller agrees that where the processor engages a sub-processor in accordance with
?? 8 for carrying out specific processing activities (on behalf of the controller) and those
processing activities involve a transfer of personal data within the meaning of Chapter V of
Regulation (EU) 2016/679, the processor and the sub-processor can ensure compliance with
Chapter V of Regulation (EU) 2016/679 by invoking the existence and applicability of an
adequacy decision, using standard contractual clauses adopted by the Commission in
accordance with of Article 46(2) of Regulation (EU) 2016/679, provided the conditions for the
use of those standard contractual clauses are met or the sub-processors have demonstrably
submitted to approved codes of conduct.
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§10 Technical and organisational measures

(1) The processor shall design the internal organisation in its area of responsibility in such a way
that it meets the special requirements of data protection and ensures that it has taken all
necessary technical and organisational measures to adequately protect the data of the
controller in accordance with Article 32 GDPR.

(2) In Annex 2, the technical and organisational measures appropriate to the identified risk are
presented in detail, taking into account the state of the art protection objectives and paying
particular attention to the IT systems and processing procedures used by the processor.

(3) The technical and organisational measures are subject to progress and further development.
The processor reserves the right to change the security measures taken, whereby it shall
ensure that the contractually agreed level of protection is not fallen short of. Any changes
made must be documented in any case. The current version of the technical and
organisational measures must be made available to the controller on request.

(4) The processor must coordinate significant changes with the controller in documented form
(in writing, electronically). Such agreements must be retained for the duration of this
contract.

§11 Control rights of the controller

(1) The controller shall have the right to carry out commissioned inspections of the processor in
consultation with the processor. The controller shall have the right to verify compliance with
this agreement and the applicable data protection regulations by the processor in its
business operations by means of inspections, of which the processor must generally be
notified in advance. The processor undertakes to assist with these audits where necessary
and to provide the necessary information and evidence upon request.

(2) The controller is authorised to have the checks carried out by an external auditor
commissioned by the controller at its own expense, provided that the external auditor is not
in a competitive relationship with the processor or there are no other legitimate reasons on
the part of the processor to the contrary. The processor shall be entitled to obtain the name
of the external auditor and evidence of the auditor's confidentiality obligations in advance.

(3) With regard to the controller's monitoring obligations pursuant to Article 28 (1) GDPR before
the start of data processing and during the term of the contract, the processor shall ensure
that the controller can verify compliance with the technical and organisational measures
taken at any time by means of on-site inspections. It is agreed that the number of on-site
inspections without occasion shall be limited to once a year. Inspections without cause must
be notified in good time and carried out in such a way that the processor's operational
processes are not disproportionately disrupted. Any costs incurred shall be borne by the
respective contracting parties themselves. For inspections beyond this without cause,
remuneration shall be agreed by the controller in accordance with the actual costs incurred
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by the processor.

(4) The processor can also provide evidence of the implementation of the technical and

organisational measures in accordance with Article 32 GDPR by submitting a current
certificate or report (e.g. auditor, audit). Other options for providing proof are a current
certification (e.g. in accordance with ISO/IEC 27001) or a data protection seal or certification
mark in accordance with Article 42 GDPR or the submission of a data protection or IT security
concept that meets the requirements of the GDPR. The controller reserves the right to carry
out further checks after reviewing the evidence provided.

(5) If proof of compliance with the provisions of the GDPR is provided by the processor with the

help of a certification pursuant to Article 42 GDPR, the processor undertakes to inform the
controller immediately of the revocation of a certification pursuant to Article 42 (7) GDPR.

§12 Deletion and return of personal data

(1) After completion of the processing or earlier at the request of the controller, but at the latest

after termination of this contract, the processor shall hand over to the controller all
documents, processing or utilisation results and data files relating to the contractual
relationship that have come into its possession. Alternatively, the data in question may be
deleted or destroyed in accordance with data protection regulations following prior consent.
The same applies to test and scrap material. This obligation also applies to the same extent
to sub-processors. Data and copies required for the fulfilment of liability and warranty claims
remain unaffected. The deletion log must be submitted on request.

(2) Documentation that serves as proof of proper data processing in accordance with the

contract or may not be deleted for legal reasons, e.g. due to statutory retention obligations,
must be retained by the processor beyond the end of the contract in accordance with the
respective retention periods. After the retention period has expired, they must be securely
deleted immediately. The controller shall be informed of the type and scope of the data
remaining with the processor, unless prohibited to do so by Union or Member State

law. The processor may hand over this data to the controller at the end of the contract in
order to relieve the controller.

§13 Liability

(1) Processors and controllers are liable externally in accordance with Article 82 (1) GDPR for

»

material and immaterial damage suffered by a person due to a breach of the GDPR or this
DPA. In the internal relationship, the processor and controller are liable in accordance with
their respective share of causation and fault. If, in such a case, a person makes a claim for
damages against one party in whole or in part, this party may demand indemnification or hold
harmless from the other party to the extent that this corresponds to its share of causation
and fault.
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(2) The processor shall be liable to the controller for culpable breaches of this agreement in
accordance with the statutory provisions.

(3) The processor shall be liable to the controller for the fault of a sub-processor commissioned
by the processor as for its own fault. If the sub-processor fails to fulfil its data protection
obligations, the processor shall be liable to the controller for the subcontractor's compliance
with its obligations.

§14 Contract term and cancellation

(1) The contractual relationship enters into force upon signature by both contracting
parties and runs for as long as the main contract. The ordinary right of cancellation
corresponds to that of the main contract.

(2) If the basis for the fulfilment of the contract is significantly changed or ceases to exist
entirely due to a change in the legal or statutory situation or an intervention or other measure
by the supervisory authorities, both parties are entitled to an adjustment of the contract to
the new circumstances, insofar as this is possible and reasonable for both parties. If an
adjustment to the contract is not possible or is unreasonable for one party, this shall
constitute good cause for extraordinary cancellation for both parties.

§15 Confidentiality

The parties undertake to treat as confidential all knowledge of trade and business
secrets and data security measures of the other party obtained in the course of the
order processing. Trade and business secrets are all facts, circumstances and
processes relating to the company of one of the parties which are not in the public
domain but are only accessible to a limited group of persons and which the party
concerned has a legitimate interest in not disclosing. Data security measures are all
technical and organisational measures within the meaning of Article 32 GDPR that a
party has taken. This confidentiality obligation shall continue to apply after
termination of this contract.

§16 Final provisions

(1) Should one or more provisions of this contract be or become invalid, this shall not affect the
validity of the remaining provisions. The invalid provision shall be replaced by a valid one that
comes closest to the original economic purpose and is permissible under applicable law.

(2) Amendments and additions to this agreement, the respective individual contract and all its
components must be made in writing. This also applies to the waiver of this formal
requirement.
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(3) For all disputes arising from or in connection with this contract, the jurisdiction agreement of
the main contract shall apply - insofar as permissible.

(4) The annexes attached to the contract form an integral part thereof.

Annexes to the contract
Annex 1: Specification of the subject matter of the order
Annex 2: Technical and organizational measures for data protection

Annex 3: List of sub-processors

fynk GmbH Kunde
[ Kein(e) Unterzeichner zugewiesen ] [ Kein(e) Unterzeichner zugewiesen ]
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W fynk

Concretisation of the Subject Matter
of the Order

of

fynk GmbH
Heinrichsgasse 2/8
A-1010 Wien

1. Subject Matter, Nature and Purpose of the Data Processing

Subject matter of the processing: Processing of data in connection with contracts and
documents of all kinds, excluding documents containing special categories of data
according to Article 9 (1) GDPR; surname and first name of employees of the client and
employees of contractual partners of the client; professional e-mail addresses of
employees of the client and employees of contractual partners of the client

Nature and purpose of processing: Collection, storage and processing of data for the
purpose of document and contract creation as well as document and contract
management

Categories of data subjects: Employees of the customer, customers and contractual
partners of the customer

2. Persons receiving instructions from the processor

The following persons of the processor are authorised to receive instructions from the
controller:

All employees of the processor are authorised to accept instructions from the controller.
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3. Data Protection Officer of the Processor

The data protection officer of the processor is:

Marco Tessendorf

procado Consulting, IT- & Medienservice GmbH
Warschauer Str. 58a

10243 Berlin

Germany

Phone: +49 (30) 293 98 320
Email: ds-fynk@procado.de

4. Location of Data Processing

The data processing carried out by the processor takes place at the following locations:

fynk GmbH
Heinrichsgasse 2/8
A-1010 Vienna
Austria

Data processing also takes place at the processing locations of the sub-processors.
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W fynk

Technical and Organisational
Measures for Data Protection

of

fynk GmbH
Heinrichsgasse 2/8
A-1010 Wien

1. Introduction

This document is intended to provide an overview of the technical and organisational
measures that fynk takes as part of its role as a commissioned data processor to
protect the data of the contractual partner. The structure of the document adheres to
the requirements resulting from the GDPR. General information is provided in advance to
facilitate understanding of the further details.

1.1 System Architecture

fynk mainly uses the infrastructure and services of Amazon Web Services EMEA Sarl, 38
avenue John F. Kennedy, L-1855, Luxembourg (hereinafter referred to as ???AWS??7?)
and Microsoft Deutschland GmbH, Walter-Gropius-Stra??e 5, 80807 Munich
(hereinafter referred to as ???Azure???) to operate the application. AWS and Azure are
ISO27001 certified. To ensure data security, fynk uses software-based encryption of all
data carriers that contain customer data. The architecture is designed for security,
scalability and high availability, and every component that is absolutely necessary for
operation has at least single redundancy. The system architecture is shown in the
following diagram.
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1.2 Roles at fynk with Data Access

From an organisational perspective, there are several use cases that require fynk to
access customer data. A distinction must be made between the form in which the data
is accessed:

1.2.1 Access in the Application

To help customers set up the account and to be able to track errors, account managers
and, if necessary, developers can log into the customer's company account. Every
action (e.g. data access and data modification) performed by the individual user is
logged.

1.2.2 Database Access

To be able to track errors some specially trained developers can connect to the
database. Individual users are used for this purpose and the database queries are
logged.

1.2.3 Server Access

For maintenance work and infrastructure measures, fynk system administrators can
access the servers on which the customer data is stored. Personal users are used (no
collective users) and login and logout times are logged on the servers.

2. Confidentiality

2.1 Physical Access Control
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fynk uses the infrastructure and services of AWS and Azure to operate the application.
The following security measures are currently used for access control in the AWS and
Azure data centres:

 electronic access control system with logging

« documented key allocation to employees and colocation customers for colocation
racks (each client exclusively for their own colocation rack)

e guidelines for escorting and labelling guests in the building
e 24/7 staffing of the data centres

e video surveillance at the entrances and exits
2.2 Authentication

2.2.1Users

fynk offers several types of authentication for users. In principle, the customer can
configure the level of protection themselves. There is the option of simple
authentication via email and password. There is also the option of activating two-factor
authentication using the Authenticator app.

The password can be reset by accessing the email address provided during
registration. Depending on the settings, a password is automatically generated during
registration or you can choose your own password. The password can be reset by
accessing the email address provided during registration.

The password guideline for users is: At least 8 characters

2.2.3 Account Managers

The login of customer advisors is secured with email, password and two-factor
authentication. The default password guideline of fynk is:

o atleast 11 characters

« at least three types of characters (upper case letter, lower case letter, number,
special character)
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e password rotation every 6 months

e the last 10 passwords must not be used

2.2.4 Server Administrators

fynk prevents unauthorised access to the fynk infrastructure through the use of RSA
keys. Authorised fynk administrators have a personal key with which they can connect
to the servers they need for their work. When assigning keys, we follow the principle of
least privilege; employees are only given access to systems that they absolutely need.
On the other hand, access to the fynk infrastructure is secured by means of end-to-end
two-factor authentication using FIDO keys.

2.3 Access Control

2.3.1Users

Access control is implemented by the system according to the customer's configuration.
fynk offers a role and authorisation system which customers can configure themselves
in the application. The customer is responsible for assigning and periodically checking
the assigned authorisations. Access by users in the application is logged.

2.3.2 Account Managers

Access control for customer advisors is the responsibility of fynk. Organisational
onboarding and offboarding processes ensure that assigned authorisations are up to
date.

In addition, all assigned authorisations are checked regularly. Access by account
managers is logged.

2.3.3 System Administrators

For system administrators, access control is the responsibility of fynk. Organisational onboarding
and offboarding processes for new employees and departures ensure that assigned authorisations
are up to date. In addition, all assigned authorisations are checked on a monthly basis. Login times
of system administrators are logged on all servers.

All fynk employees are obliged to maintain data confidentiality; this obligation remains in effect
even after termination.

3. Integrity
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3.1 Transfer Control

fynk follows the least-privilege principle for transfer control: data is not passed on
wherever possible. Production data is stored exclusively in the production and backup
system. In exceptional cases, production data is imported into a test system. In this
case, there is a defined process that ensures that the data is deleted as soon as the
necessary tests have been completed. Data is always transferred via encrypted
channels, which technically prevent unauthorised reading, copying, modification or
removal. Backups are encrypted before transmission.

3.2 Input Control

Every request from logged-in users is logged in the application. This allows changes or
deletions of data to be tracked. This also applies to fynk employees. The login times of
system administrators are logged on the servers.

4. Availability and Resilience

4.1 Availability

High availability is critical to the success of fynk. AWS and Azure offer the highest
standards of availability at both hardware and software level.

The architecture of the application is designed for high availability. ???Single points of
failure???, i.e. software and hardware components that limit the availability of fynk in
the event of a failure, are avoided thanks to redundant infrastructure.

A tried and tested backup strategy enables us to avoid data loss as far as possible.
Database backups are stored every 2 hours, files every 24 hours. We combine full
backups with incremental backups. Backups are replicated on 3 different machines and
tested on a test system at least every six months.

Thanks to the services of AWS, fynk fulfils the highest requirements in terms of
network security and DDoS prevention.

4.2 Resilience
The resilience of fynk is ensured by regular capacity and resource planning in the

infrastructure.

5. Procedures for Regular Review, Assessment and Evaluation

5.1 Data Protection Management
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fynk uses software for data protection management. Relevant documents are stored
here and any changes to data protection are documented.

Employees are trained at least once a year or whenever there are relevant changes.

5.2 Incident-Response-Management

Incidents relevant to data protection law are handled according to a defined process. If
customer data is affected, customers are notified in accordance with the contractual
provisions. If the incident gives rise to official reporting obligations, fynk will comply
with these.

5.3 Privacy-Friendly Default Settings

The application supports data protection processes in many areas. The default settings
provide for minimal data collection and automated data deletion after appropriate
periods. Fynk supports customers in configuring the system according to their specific
data protection requirements.

6. Order Control

To ensure order control, i.e. that fynk uses the customer's data exclusively in the
interests of the customer, an order data processing contract is concluded in which the
rights and obligations of both parties are defined.
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W fynk

fynk Subprocessors

As of 2026-02-27, fynk is using the following subcontractors as to provide the service to its customers:

fynk Subprocessors

Public

One Microsoft Place

South County Business Park
Leopardstown

Dublin 18, D18 P521, Ireland

Name Address Used for Processing location
Amazon AWS Amazon Web Services EMEA SARL Hosting of fynk App European Economic Area
38 Avenue John F. Kennedy
L-1855, Luxembourg
Bird Bird B.V. SMS und WhatsApp Delivery European Economic Area,
Keizersgracht 268 when using WhatsApp:
1016 EV, Amsterdam United States
The Netherlands
Google Cloud Google Cloud EMEA Limited Providing SES and AES (non-qualified) | European Economic Area
70 Sir John Rogerson'’s Quay, e-signatures
Dublin 2,
Ireland
Hetzner Hetzner Online GmbH Hosting of fynk Al service Germany
Industriestr. 25
91710 Gunzenhausen
Germany
Intercom Intercom R&D Unlimited Company Customer support European Economic Area, (in
124 St Stephen's Green rare cases United States)
Dublin 2, DC02 C628
Ireland
Microsoft Microsoft Ireland Operations, Ltd. Azure Al Services European Economic Area,

United States
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W fynk

fynk Subprocessors

Public

Pusher

Pusher Ltd.

3 More London Riverside
4th Floor

London, SE12AQ
Vereinigtes Konigreich

Providing realtime components for the
web application

European Economic Area

Sentry

Functional Software, Inc. d/b/a Sentry
45 Fremont Street

8th Floor

San Francisco, CA 94105

United States

Automated bug and error reporting

European Economic Area, (in

rare cases United States)

elDEasy

EID Easy OU
Telliskivi tn 60/1,
Tallinn, 10412,
Estonia

Providing qualified e-signature (eIDAS)
services

European Economic Area

pyne.ai

Pyne GmbH

GroBe Hamburger Str. 17
10115 Berlin

Germany

Onboarding users and providing digital
demos within the app

Germany
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